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Introduction

Security Removable Media Manager (secRMM) is Windows security software that secures the use of
smartphones, tablets, usb/flash drives and other removable media devices. secRMM integrates into
Microsoft System Center Operations Manager (SCOM) by providing a SCOM Management Pack (MP) and
SCOM reports. The secRMM reports can exist in either (or both) the SCOM run-time data warehouse
database (DW) and the SCOM Audit and Collection (AC) database.

Please follow the steps in the next section to begin the installation.

Installation

Install the secRMM SCOM Management Pack

1. Download the secRMM Management Pack from the Squadra Technologies web site at
http://www.squadratechnologies.com/Products/secRMM/SystemCenter/secRMMSystemCenter
OperationsManager.aspx to a directory on your local hard drive (for example:
C:\temp\secRMM\SCOMSetup). The secRMM Management Pack file name is
Squadra.secRMM.xml. There is also a secRMMCentral Management Pack named
Squadra.secRMMCentral.xml. The procedure for using sescRMMCentral has the same steps
outlined below.

Please note that if you use the secRMMCentral Management Pack, the computer with
secRMMCentral running on it MUST also have secRMM installed on it as well. Failure to have
secRMM installed will result in invalid event data getting inserted into the SCOM database and
this will then cause the secRMM SCOM reports to fail to execute.

2. Open the SCOM Console using a userid that is a SCOM Administrator.

3. Within the SCOM Console, select “Administration” view

.: Monitoring
;yi" Authoring

=l Reporting

4 Administration

_|?_‘1'| My Workspace
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4. Inthe Administration view, right mouse click on “Management Packs”. From the pop-up menu,
select “Import Management Packs...”

Administration <  Management Packs (99)

4 B Administration ~| & Lockfor
Ml Connected Management Groups
F] & Device Management
i.'*- Agent Managed
Eq Agentless Managed
@ Management Servers
g’ Pending Management

Computers

MName

‘B5 360 Application Monitoring Dashboards
E Baselining Tasks Library

5 Client Menitoring Internal Library

&5 Client Monitoring Library

i Client Monitoring Overrides Management

1
_.@._ Discovery Wizard...

ing Views Library

'm‘ Management Packs
4 = Metwork Management
JE Discovery Rules

=¥ Metwaork Devices Download Management Packs ... ement Pack

_fNEtwnrkaicesP\e %= Import Management Packs.., I plication Designer Library

e Internal Library

&= Create Management Pack e Library

5. Inthe “Import Management Packs” dialog, click the Add drop-down button and then select “Add
from disk...”.
r
-

!\‘:‘E"' Select Management Packs
|

Select Management Packs i@ Help

<4k Add ~|f Properties ... ¢ Remove

Add from cataleg ...
Add from disk ... ||

Import list

Name Version Rele I

6. Select “No” when the “Online Catalog Connection” message box appears.

0 Some of the management packs you select may have

dependencies that cannot be located locally.

Would you like to search the online cataloeg for

these dependencies?
-
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7. Select the secRMM Management Pack that you downloaded in step 1.

© G e\ secRMIMASCOMSet v| ¢ | | search sCOMSetup

Organize =  MNew folder

8 Downloads |~  Name Date modified Type
"5l Recent places I

@ Squadra.secRMM.ml I 6/30/2013 1:17 PM XML Document

18 This PC
_H Desktop
E Documents
j Downloads
__ﬁ Music
__ﬁl Pictures
i Videos

&5, Local Disk (C3)

f' Metwork

v][<] | >

File name: ‘Squadra.secRMM.xml v| |AII Managerment Packs (*.mp; * v|

| | ‘ Cancel ‘

8. Click the “Install” button.
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@ Help

4 Add ~ 5 Properties .. % Remove

Impaort list :

License
Name Release Date  Status Terms

Security for Removable Media (ze...

Status details :
This management pack is ready to import.

9. When the import completes, you will see a status of “Imported”. Click the “Close” button at the
bottom of the “Import Management Packs” dialog.
I

!; = Import Management Packs

Select Management Packs @ Help

Downloading and importing the selected management packs.

MName Version Status

Security for Removable Media (zecRMM) Library Imparted
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10. From the Administration view, you will see the secRMM Management Pack in the list of
“Management Packs”. You may need to hit refresh several times depending on the workload of
your SCOM environment.
Management Packs - SCOMR2 - Op

File Edit View Go Tasks Tools Help

Administration <  Management Packs (100)
9 Management Packs I ~ | Mame Version Sealed

4 | = Metwork Management = Process Monitoring Library 71.10226.0  Yes

| piscovery Rules I =, Security for Removable Media (secRMM) Library I 9.0.0.0
<2l Network Devices -~ &5 SNMP Library 7084330 Yes
R |>| %8 Summary Dashboard 71102260  Yes
Discovery Wizard... £ Synthetic Transactions Library 7.1.10226.0 Yes
£ System Administration ltem Library 7.5.8501.0 Yes
-. Meonitoring 55 System Application Log Library 7.0.8433.0 Yes
ﬁ‘ Authoring 55 System Center Core Library 7.0.8433.0 Yes
£5 System Center Core Monitoring 7.1.10226.0  Yes
i = Reporting £ System Center Core Monitoring Agent Management  7.1.10226.0  Yes
J Administration &5 System Center Core Monitoring Reports 71.10226.0  Yes
— 55 System Center Core Monitoring Views 7.1.10226.0  Yes

_L My Workspace

&5 System Center Data Warehouse Olap Base Library 7.5.3070.0 Yes

—  ®=a Suctemn Center Internal |ihrans T.N.8433.0 Yeo
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11. Select the “Monitoring” view

;/f‘ Authoring
iD'( Reporting
" Administration

E My Workspace

12. In the Monitoring view, in the tree view section, you will see the “Removable Media Alerts” view

4 [,!, Manitaring
[] Active Alerts

Discovered Inventary
2] Distributed Applications

& Task Status

=22 | UMK/ Linux Computers

ﬁ] Windows Computers
H Ju_j, Agentless Exception Monitoring

] ng Application Manitaring

3 :E Data Warehouse

i :ﬁ Microsoft Audit Collection Services

> [ Microsoft Windows Cliert

¥ ng Microsoft Windows Server

> :ﬁ Metwork Manitoring

> |4, Operations Manager

> [[a Synthetic Transaction

] ng System Center Advisor

> [ UNDY/Linux Computers

i :ﬁ Web Application Transaction Monitaring
4 él Windows Service And Process Monitoring
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13. You can verify which computers (that have the SCOM agent on them) have the secRMM
Management Pack associated to them by viewing the Monitoring->"Discovered Inventory” and
setting the “Target type” to secRMM. SCOM discoveries (unfortunately) can take up to 48 hours
to run so if you do not see the expected results immediately, you need to give the SCOM
framework time to process the new secRMM Management Pack you loaded from above. If,
after ample time, you do not see any computers associated with the secRMM Management
Pack, please contact Squadra Technologies support for assistance in troubleshooting.

Discovered Inventory (secRMM]) - SCOMRZ - Operations Manager - O
File Edit View Go Tasks Tools Help
. Jsearch~ _ {8 scope @ .
Monitoring < Discovered Inventor@{secRMM)E 1) » Tasks
4 B Monitoring [l -{ Look for: Find Mow = |£)|
= ' "‘ — () State Name Path State Actions
@ Healthy Squadra.secRMM.Event  SCOMR2.CONTOSO.com .
EHR, DLted Applcators [2=| Change Target Type...
@ Maintenance Schedules
& Task Status
5] UNIXLinux Computers
zl Windows Computers
g Agentless Exception Monitoring
g Application Monitoring
NI S YR v
< >
Show or Hide Views..
Mew View »
I . Monitoring
_yf Authoring
i':" Reporting
14. Once the SCOM discovery occurs, all Windows computers being monitored by SCOM that have
secRMM installed will forward the secRMM alerts (from the secRMM Windows Event Log) into
the SCOM console.
Removable Media Alerts - SCOMR2 - Operations Manager == -
File Edit Wiew Go Tasks Tools Help
[ Jseaen  {Overides _ } B scope .
Meonitoring <  Removable Media Alerts (3) » Tasks
g System Center Advisor ~ -{ Look for: | Find Now Clear = ‘)'
g '—31 \lile::;LinLll.xC:mpTuters o Monitari Severity = lcon  Path MName Alert Actions "
et Spplication fransacion ¥oniong Warning A WORKSTATIONA.CONTOSO.com  Property Changed - secRMM
4 | Windows Service And P Manitori -
& T ndonEneieeAng Tracess Hanterng Warning /i WORKSTATIONA.CONTOSO.com  Property Changed - secRMM  Subscription v
. Warning FON WORKSTATIONA.CONTOSO.com  Property Changed - secRMM 1 "
23| Windows Service State =
v < m > | Mavigation v

I3 m > .
Alert Details ™ [ secRMM Tasks ”~

Show or Hide Views...
[T Authorize Intemnal Ids

Mew View »

£ Property Changed - secRMM Alert Des
l—:‘-| Authorize Programs

... Monitaring Source: ﬁ.! Squadra.secRMM.Event E\.-'en.t FJe I—:I Authorize Serial Numbers

Full Path Mame: WORKSTATIONA.CONTOS0. com\Squadra.secRMM.Event  Administ e
o 5 Action: s 3 Authorize U:

A Authoring Alert Rule: _ secRMM Property Changed ctichcls | orize Users
Created: 12/28/2013 12:13:02 PM Property  [7H secRMM Lockdewn mode

;':" Reporting Property 2 o

Praperty 5 secRMM Monitoring mode

s ¢ Administration Status: C (& secRMM SafeCopy Approver
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Install the secRMM SCOM Reports

There are 2 steps to installing the secRMM SCOM Reports. The first step registers a secRMM .Net
assembly into the SQL SCOM database. This assembly parses the secRMM data in the database so the
reports can be properly formatted. The second step loads the pre-defined secRMM reports into
Microsoft SQL Server Reporting Services (SSRS) which is the Microsoft product that is used by SCOM for
reports.

The required files for both steps are contained in the zip file named secRMMOpsMgrDWReports.zip or
secRMMOpsMgrACSReports.zip which you download from the Squadra Technologies web site at
http://www.squadratechnologies.com/Products/secRMM/secRMMReports.aspx. The first zip file is for
the SCOM run-time data warehouse database (DW) and the second zip file is for the SCOM Audit and
Collection (AC) database. The SCOM Audit and Collection database is an optional SCOM feature so it
may not be installed in your environment. Unzip the file to a network share (or locally) that you can
reach from the Windows computer(s) where the SCOM run-time data warehouse database, the SCOM
Audit and Collection (AC) database and the Microsoft SQL Reporting Services database resides. These
databases may or may not reside on the same Windows computer in your environment.

The unzipped folder will have three subfolders in it: Assembly, Reports and SQLTests.

. v ThisPC » Local Disk (C:) » secRMM » secRMMOpsMgrDWReports

F 9

. Mame

. Assemnbly
. Reports
= | 500 Tests

Register the secRMM .Net assembly into SQL

The process of registering the secRMM .Net assembly is the same whether you are performing the step
for the SCOM DW or the SCOM AC data base.

1. Onthe Windows computer where the data base (either DW or AC) is running, open a CMD
window using “Run as Administrator”
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Open

Open file location

Run as administrator I

Pin to Start

Pin to Taskbar

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

2. Go to the directory where you extracted the secRMMOpsMgrDWReports.zip or
secRMMOpsMgrACSReports.zip file. Go into the Assembly subfolder.
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3. For the following steps below, make sure that the userid you are logged in as has DBO/sysadmin
permissions on the database so that the script executes with the proper permissions.

4. For the following steps below, check to make sure that all of the files that were unzipped are
unblocked (see screen shot below). Windows (sometimes) blocks these files because they were
downloaded from the Internet.

= secRMMSCCM2012CansoleExtension.dll Properties [

General | Securty | Details | Previous Versions

’,.,s secRMMSCCM2012Console BExdension di

Type of file:  Application extension (.dll)

Opens with:  Unknown application [ Change...

Location: O:%Hold%Downloadss.5.0.0'secRMMSCCMInstall
Size: 273 KB (280 064 bytes)
Size on disk: 276 KB (282 624 bytes)

Created: Yesterday, September 08, 2013, 11:55:44 AM
Modffied: Today, September 09, 2013, 6:14:38 PM
Accessed: Yesterday, September 08, 2013, 11:55:44 AM

Attributes: [C]Read-only [ Hidden

Security: This file came from another [ [
computer and might be blocked to | |
help protect this computer.

[ OK ][ Cancel ] Apply

L 4

5. Run the script named InstallAssemblyForSCOMDW.cmd (or InstallAssemblyForSCOMAC.cmd)
A log file will be generated (it will be the only file with an extension of rpt).

6. Review the log file generated. It should not contain any errors. If there are errors, please make
sure your userid has DBO/sysadmin permissions to the database.
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This PC » Local Disk (T} » secRMM » secRMMOpsMgrDWReports » Assernbly v & | Search Assembly o

Mame Date modified Type Size

] InstallAssemblyForSCOMDW Windows Comma... 1 KB
L Install53COMDW_Output.rpt RPT File 1 KB
| InstallSq|Script.sql SQL File 3KB
. SCOM_DW_README Text Document | KB
% secRMMSCLScalarValuedFunction.dll Application extens... B KB
%) secRMMSCLTableValuedFunction.dll Application extens... 34 KB

o Administrator; Command Prompt

:nsecRMMNsec RHMOpsMgrDUReports S Assembly>type InstallSCOMDY_OQutput . rpt

hanged database context to *OperationsHanagerDU’ .

AzzemblyFilel =C:ssecRMM\zecRMMOp=MgrDWRe ports AzssemblyrsecRMMEQLTableValuedFunct
ion.dll

REATE ASSEMBLY1 SUCCEEDED.

AissemblyFile2=C:\secRMM\secRMMOpsMyrDWReports AssemblyssecRMMSQLEcalarValuedFunc

ion.dll

REATE ASSEMBLY2 SUCCEEDED.

onf iguration option ’‘clr enabled’ changed from 1 to 1. Run the RECONFIGURE stat
ement to install.

snsecRMMysec RMMOpsMgrDUReportssAssembly>
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Load secRMM reports into Microsoft SQL Server Reporting Services (SSRS)

Load secRMM reports into SSRS using Powershell

The Powershell script used in this section performs the steps in the “Load secRMM reports into SSRS
manually” subsection below.
1. Inthe command window, change directory (CD) into the temporary directory where you
unzipped secRMMSCCMReports.zip.
2. Now change directory (CD) into the Reports sub-directory.
3. Inthe Reports sub-directory, you will see a file named ImportReports.cmd and
ImportReports.psl (as shown in the screenshot below).

This PC » Local Disk (C:) » temp * secRMMOpsMgrDWReports » Reports » SCOM_DW_DB

Mame " Date modified Type
31720191248 PM Windows Cormmand Script
| & ImportReports.ps] 3/6/2019 12:36 PM Windows PowerShell Script
| Removable Media Administration Events.rd| 3/6/201911:18 AM ROL File
| Removable Media All Events.rdl 3/6/201911:29 AM  RDL File
| Removable Media Authorization Failure Events.rdl  3/6/2 1:29 AM  RDL File
| Removable Media Charts.rdl 3/6/2 11:34 AM ROL File
| Removable Media Online-Offline Events.rdl 3/6/2 11:38 AM  RDL File

| Removable Media Write Events.rdl 3/6/2 11:42 AM RDL File

4. Inthe command window, type ImportReports.cmd and hit the enter key.
The output will look similar to the screenshot below.

BN Administrator: Command Prompt

Folder "Removable Media Security"” Created

Report Removable Media Administration Events.rdl uploaded successfully.

Report Removable Media All Events.rdl uploaded successfully.

Report Removable Media Authorization Failure Events.rdl uploaded successfully.
Report Removable Media Charts.rdl uploaded successfully.

Report Removable Media Online-Offline Events.rdl uploaded successfully.

Report Removable Media Write Events.rdl uploaded successfully.
Import of reports completed.

C:\tempisecRMMOpsMgrDWReports\Reports\SCOM_DW_DBE>_

If the Powershell output looks like the above screenshot, you may skip over the “Load secRMM reports
into SSRS manually” subsection below.

Load secRMM reports into SSRS manually

1. Onthe Windows computer where SSRS is running, open a web browser and go to the URL
http://localhost/reports.
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e | @ http://localhost/ReportsfPages/Folder.aspx

L~ /e Home - Report Manager x

SQL Server Reporting Services

ﬁﬁ Home

[iNew Folder | ) New Data Source | kReport Builder | [ Folder Settings | <t Upload File

.2\ Application Monitori ~ |2 Microsoft SystemCenter ClientMonitoring... | -, Microsoft. SystemCenter DataWarehouse... [

rE'% Microsoft. SystemCenter.Data\Warehouse. .. r% Microsoft. SystemCenter. OperationsMan... r% Microsoft. SystemCenter WebApplication... [E
rEﬁ ODR r% System.NetworkManagement.Reports r% Users Folders
@ banner_portrait.jpg \ﬂ console_tasks_icon.png \ﬂ console_views_icon.png

adient ait.gif rey icon.
gr t_portrait.gi ports,_| png
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2. Select the “New Folder” option and create a folder named “Removable Media Security”

e = ﬁ http://localhost/Reports/Pages/FolderProperties.aspx?Crea 2 ~ ¢ g Mew Folder - Report Manag... *

Home

e

SQL Server Reporting Services
New Folder

Create a new folder in Home.

Name:  |Removable Media Security |
Description:

Reports for Removable Media provided by the

product secRMM | .

[IHide in tile view

3. You will see the new folder on the main page. Double click the new folder to go into it.

& ntip://localhost/Reports/Pages/Folder.aspx 2 ~ & || & Home - Report Manager x

SQL Server Reporting Services
= Home
[y New Folder | ) New Data Source | bEjReport Builder | [ Folder Settings |t Upload File
rE% Application Monitoring rE% Microsoft. SystemCenter.ClientMonitoring... Microsoft. SystemCenter. DataWarehouse. .. [
Microsoft. SystemCenter.DataWarehouse. .. rEE Microsoft. SystemCenter. OperationsMan. ... r% Microsoft. SystemCenter. WebApplication... [E
Removable Media Security
L4 OR Reports for Removable Media provided by | |2y System- NetworkManagement Reports [
@ banner_landscape.jpg @ banner_portrait.jpg \ﬂ console_tasks_icon.png
\g gradient_landscape.gif \g gradient_portrait.gif \ﬂ reports_icon.png
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4. Select the “Upload File” option

=
Lo

Ll (0| @ hitp://localhost/Reports/Pages/Folder.aspilitemPath=5:2f O v & || @ Removable Media Security ... %

Home

SQL Server Reporting Services
Removable Media Security

i New Folder | ) New Data Source | jReport Builder | [ Folder Settings | I 4t Upload File I

There are no items in Removable Media Security. Click Help for more information about this page.

5. From the “Choose File to Upload”, go to the SCOM_DW_DB or SCOM_AC_DB folder (under the
directory where you extracted the secRMMOpsMgrDWReports.zip or
secRMMOpsMgrACSReports.zip file) depending on which SCOM database you are importing the
reports for. Unfortunately, the “Choose File to Upload” dialog only allows you to choose one file
at a time so you must repeat this step 5 times (once for each report).

© Bl P Reports\SCOM DW DB v] & | | search scom_ow_ps o |
Organize +  Mew folder = -~ [ @
7l Recentplaces  ~| Mame - Date modified
B This pC D secRMM_AdministrationEvents_OperationsManagerDW.rd| 12/27/2013 3:31 PM
is
! ._H Deskt - D secRMM_AllEvents_OperationsManagerDW.rdl 12/27/2013 3:31 PM
eskto|
._E b : D secRMM_AuthorizationFailureEvents_OperationsManagerDW.rdl 12/27/2013 3:31 PM
t
B DOC”TE'; : (] secRMM_OnlineOfflineEvents_OperationsManagerDW.rd| 12/27/2013 3:31 PM
b Lonnioads || secRMM_WriteEvents_OperationsManagerDW.rdl 12/27/2013 3:31 PM
W Music
_-ﬁl Pictures
j Videos =
i, Local Disk (C:)
2 secRMMOpshigr
f- MNetwork
~[<] m | [»
File name: ‘secF‘.MM_AdministrationE?ents_OperationsManager V| |A|| Files (*.7) V|
| Qpen ‘ | Cancel ‘
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,@ http://localhost/Reports/Pages/Import.aspx?itemPath=221 0 ~ & ,@ Upload File - Report Manager *

Home = Removable Media Security

i SQL Server Reporting Services

Upload File

Upload a report (.rdl), model (.smdl}, shared dataset (.rsd), report part (_rsc), or other resource into Removable Media Security.

File to upload: X:\Reports\SCOM_DW_DB\secR| Browse... |

Name: secRMM_AlIEvents_OperationsManagerDWVW |
COwerwrite item if it exists )

6. When you are finished with the uploads, you will have all the secRMM reports loaded. The last
step is to associate the SCOM SQL datasource to each report. Unfortunately, you must repeat
the following steps for each report since there is no way to apply it to all the reports at one
time.

7. Tothe right of the report name, click the yellow down arrow and select “Manage” from the list.
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e =3l @ hitp://localhost/Reports/Par O ~ ¢ (& Data Warehouse - Report M... *

Home = System Center Operations Manager = Removable Media Reports

— SQL Server Reporting Services

Data Warehouse

X Delete | & Move | [iNew Folder | ) New Data Source | kojRepc

Type Mame + Desi
secRMM_AdministrationEvents_OperationsManagerDVW -

secRMM_AllEvents_Operations Move

secRMM_AuthorizationFailureEve 3¢ | pelete
secRMM_OnlineOfflineEvents Op
secRMM_WriteEvents Operation)

Subscribe...

OO0O0000
BEEE B E

%L Create Linked Report...
View Report History

& | Security

Manage

4L | Download...

ks Editin Report Builder

8. Inthe “Manage” page, click the “Data Sources” tab.

Ll (50)| @ hitp://localhost/Reports/Pac © ~ @ || @ secRMM_AdministrationEv... % | @

Home = System Center Operations Manager = Removable Media Reports = Data Warehouse Home | My Subscriptions | Si

% SAL Server Reporting Services

secRMM_AdministrationEvents_OperationsManagerDW [seeon

Properties
port DataSource1

Parameters

(® A shared data source
Select a shared data source _5 The shared data source reference is no longer valid

Subscriptions O A custom data source
Processing Options Data source type: | Microsoft SQL Server vl
oL Connection sfring: | N
9. Inthe “Manage”->"Data Sources” page, click the “Browse” button in the “A Shared data source”
section.
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Browse folders to select a shared data source to use with this item.

Location: |/Data Warehouse Main

=34 Home

--|__] Application Monitoring

|__] Microsoft.SystemCenter.ClientMo
--|__] Microsoft.SystemCenter.DataWar
|__] Microsoft.SystemCenter.DataWar
--|__] Microsoft.SystemCenter.DataWar
|__] Microsoft.SystemCenter.Operatio
--|__] Microsoft.SystemCenter.Webappl
|__] My Reports

--.__] ODR

|__] System Center Operations Manag
--|__] System.NetworkManagement.Reg
|__] Users Folders

_ J Data Warehouse Main

OK

Cancel

10. Click the “Data Warehouse Main” or “Audit and Collection Services” data source (it should be at

the very bottom of the list) and then click OK.

11. You will now be back on the “Manage”->"Data Sources” page. Make sure you click the “Apply”

button on the bottom of the page.
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Properties

Parameters

Data Sources
Subscriptions
Processing Options
Cache Refresh Options
Report History
Snapshot Options

Security

Data Source1
®) A shared data source

/Data Warehouse Main | Browse

(A custom data source

Data source type: | Microsoft SQL Server

Connection string

Connect using

Credentials supplied by the user running
Display the following text to prompt use
Type or enter a user name and passwc

Use as Windows credentials when «

Credentials stored securely in the report
User name
Password

Use as Windows credentials when «
Impersonate the authenticated user
Windows integrated security

Credentials are not required

Test Connection

12. Remember to repeat steps 7-11 (above) for all of the reports.

Page 22



secRMM SCOM Administrator Guide

You can now access the reports from either the web browser
(http://localhost/Reports/browse/) or from the SCOM Console.

http://localhost/Reports/browse/ P~c Home - 5QL Server Reporti...

SQL Server Reporting Services

“ Favorites [1 Browse

FOLDERS

D Application Monitoring

Microsoft.SystemCenter.D o
ataWarehouse.Report.Libr

ary

[

Microsoft.SystemCenter.
OperationsManager.Repo
rts.2007

0o+

Audit Reports

Microsoft.SystemCenter.D
ataWarehouse.Reports

Microsoft.SystemCenter.
WebApplicationSolutions.
Library

My d O 0O

Removable Media
Security

@ http://localhost/Reports/browse/Removable2:20Media%205ecurit

o~

[
[
Tq
[

(=2 Removable Media Security ...

Administrator

o

Microsoft.SystemCenter.C o
lienthMonitoring.Views.Int
ernal

Microsoft.SystemCenter.D o
ataWarehouse.Servicelev
el.Report.Library

My Reports

System.NetworkManage
ment.Reports

Administrator

SQL Server Reporting Services

Y Favorites [1 Browse [1 Manage folder -+ New ~ T Upload N View v yel

ﬂ] Removable Media Security

Home > Removable Media Security

PAGINATED REPORTS

Removable Media

Removable Media @ Removable Media All @ Authorization Failure Removable Media

Administration Events.rd| Events.rdl Charts.rdl
Events.rd|

Removable Media Online- @ Removable Media Write

Offline Events.rd| Events.rdl
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Reports - SCOMRZ - Operations Manager
File  Edit Go Tasks Tools Help

| |5vaan:h"' )k _

-

"' ﬁ':

B
b1

Reporting £ Reports

A .;'. Reparting MName

= Remowable Media Administration Events,rdl

= Remowable Media &l Events.rdl

= Remowable Media Autharization Failure Events.rdl

> |'E| Application Monitoring ‘i
]
]
15 Remowable Media Charts,rdl
]
]

4 [ AuditReports
|'E| Remaovable Media Securty
|'.£. Client Manitoring Views Librany
|'E| Microsoft Drata Warehouse Reporis

= Remaovable Media Online-Offline Events.rdl
S Removable Media Write Events.rdl

|'.£. Microsoft Generic Report Library
|'E| Microsoft ODR Report Library
|'.£. Microsoft Service Level Report Library

|'.£. Web Application Availability Monitoring Solutio
i Authored Reports
i Favarite Reports
ity Scheduled Reports

£ >

-. Menitoring

# Authoring
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e @ http://localhost/Reports/report/Removable%20Media%205ecurity/Remavable3t20Media%20AlI%20Events rdl £ = & | @ Removable Media All Event...

SQL Server Reporting Services

% Favorites [ Browse

Home > Removable Media Security > Removable Media All Events.rdl

Start Date ‘3/1/2019 | | End Date ‘A/1/2[)19 | B
Event Type [ONLINE, OFFLINE, WRITE START, WRIT|¥ Computer: [SCOMR2 CONTOSO.com 2
UserName: ‘CONTOSO\admimstrator |"’

4 < L _Joa1 > B O @ By & [ endinen
7/ » Removable Media Security: All Events

Executed By: CONTOSO\Administrator

Execution Time: 3/8/2018 12:51:18 PM

Start Date: 3/1/2019

End Date: 4/1/2019

Events: 400, 403, 401, 402, 600, 601, 300, 700, 701, 500, 501, 502, 503, 504, 505, 506, 507, 508, 509, 510, 511, 512, 513, 514, 515, 800, 801, 802, 803, 804,
805, 806, 807, 808, 809, 810, 811

Computer(s): SCOMR2. CONTOSO.com

Users(s): CONTOSOVadministrator

[ EventldEvent ___[fme _ Computer _____ UserName __________ lUsersiD________________[Drive |

400 ONLINE 3/6/2019 7:05:30 PM SCOMR2.CONTOS0.com CONTOSQ\administrator WI10~E:
402 WRITE COMPLETED 3/6/2019 7:06:16 PM SCOMR2.CONTOS0.com CONTOSQ'\Administrator 5-1-5-21-194330278-343332919-2867172138-500 W10~E:
402 WRITE COMPLETED 3/6/2019 7:06:21 PM SCOMR2.CONTOSO.com CONTOSO\Administrator 5-1-5-21-194330278-343332919-2867172138-500 WI107E:

SCOM and Management Pack Features

The base SCOM features combined with the SCOM secRMM Management Pack make working with
secRMM very simple.

Computer Management MMC

If you need direct access to the secRMM MMC, you can access it directly from the SCOM console:
1. Click the Windows computer you want to connect to
2. Click the “Computer Management” link in the SCOM “Windows Computer Tasks”

Windows Computers - SCOMR2 - Operations Manager = [ -

File Edit WView Go Tasks Tools Help

Monitoring <  Windows Computers (2) » Tasks
4 B Monitoring ~ | 4, Lookfor | G &
| | Active Alerts =
[ Discovered Inventory | State &) Name Windows Computer Tasks ~
w Distributed Applicatior‘s @ Healthy SCOMR2.CONTOSO.com '—-‘: Computer Management
)
& Task Status @ Healthy WORKSTATIONA.CONTOS0.com T |

222 MY e Computers
u Windows Computers

» | Agentless Exception Monitoring
» g Application Monitoring Detail View v [a Remote Desktop

'_: Ping Computer {with Route)

< L] > |_|‘: Ping Computer Continuously (ping -f)
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A Computer Management
File Action View Help

&= 7

A Computer Management (WORKSTATIONA.CONTOS0.COM) Computer Configuration

4 [["_!; System Teols Name Value ~
I @ Task Scheduler AllowedDirectories CWUsersh < Userld:=;"\UserShare
I @ Event Viewer AllowedFileBdensions
I i@ secRMM (WORKSTATIONA.CONTOSO.com) Allowedlntemallds
I+ @ Shared Folders AllowedPrograms
& Local Users and Groups AlowedSenialNumbers =
b ,@, Performance AllowedUsers -

& Device Manager FailWrite f Source File Unknown on
InctallMataTima NG/N2/317 16-01-77

SCOM secRMM Tasks

The secRMM Management Pack includes SCOM Tasks which allow you to perform certain common

secRMM functions directly within the console. As an example, the screen shots below show how the

SCOM operator can act as the “secRMM SafeCopy Approver” (i.e. enforceable two man policy). The first

screen shot shows how an alert gets generated when the end-user starts the secRMM SafeCopy

program to write to a removable media device. The SCOM operator can click that alert and then click

the SCOM “secRMM SafeCopy Approver” task to approve or reject the end-users request (screen shot

2).

Removable Media Alerts - SCOMR2 - Operations Manager = I:'-
file Edit View Go Tasks Tools |gdl

Monitoring < Removable Media Alerts (5) ¥ Tasks
4 M| Monitoring ‘2, Look for: | | Find Now Clear B @
[2] Active Alerts : F
lﬂ Diccovered Invents Severity > lcon Path Mame Source @ Cren Alert Actions -
v Information (1 WORKSTATIONA.CONTOSO.com I secRMM SafeCopy PreApproval I Squadra.secRMM.Event 127
[%] Distributed Applications ; Subscription v
= Warning ! WORKSTATIONA CONTOSO.com  Property Changed - secRMM Squadra.secRMM Event 12 g
| Task Status —
= . < ] >
[5E£] UMK ALinw: Computers Tasks ¥
[5%%] windows Computers Alert Details v
= X _ Navigation v
> | g Agentless Exception Manitorirg
> [ Application Monitoring i) secRMM SafeCopy PreApproval Alert Description secRMM Tasks "
> 2 DataWarehouse Sahinoe: @ Squadra.secRMM.Event Event Description: Removable Media Security Application: '—3 Autherize Internal Ids
AN Lticesoll SuditCeliectioasayios Full Path Name: WORKSTATIONA.CONTOSO.com\Squadra.secRMM.Event  User is requesting approval to use secRMM SafeCopy = )
> [ Microsoft Windows Client Alert Rule: ) secRMM SafeCopy Pradpproval User: WorkstationA\Administrator 5 Authorize Programs
> (g Microsoft Windows Server Created: 12/28/2013 1:34:05 PM SIECTE S IEL, [§ Autnorize Serial Numbers
< . Files\secRMM\UserUtils\secRMMSafeCopy.exe, PID: 2556
> [ Metwork Monitoring '_3 Authorize Users
> (g Operations Manager |_§ secRMM Lockdown mode
> |, Synthetic Transaction - i iti
.Q 55‘ o Certer Knowledge: E View additional knowledge... ¥ secRMM Monitering mode
> [ g System Center Advisor _ - ﬁ
= Mo knowledge was available for this alert.
, !_3, UNI¥/Linux Computers |_.".' secRMM SafeCopy Approver
> ['d Web Application Transaction Manitari Hide knowiedge
2 EE - e Report Tasks v
4

¥ r_;, Windows Service And Process Maonitoring

|| Removable Media Alerts
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Removable Media Alerts (3)

4, Look for. | Find Mow Clear
Severity = leon Path Mame

Information L WORKSTATIONA.CONTOS0.com  secRMM SafeCopy Prefpproval
Warning PN WORKSTATIONA.CONTOSC com  Property Changed - secRMM

i) secRMM SafeCopy Approver \;‘i-

Connected to computer:
Hel
WORKSTATIONA |:|

tion

ption: Removz

sting approwvi
|ser: Warstation AN\ Administrator ation&\Admir
Program: C:\Program Files*secRMM*User tils\secRMMSafeCopy exe piEr EL

TWUserlitilsse
PID: 2556

| | knowledge.

Accept | | Reject
Put secRMM in Lockdown mode when user exits SafeCopy

Require approval on copy operations

When you run the secRMM Operations Manager agent tasks, be sure that you specify an Administrator
userid to run the task if the Operations Manager agent is not a member of the local Administrators
group (see screenshot below). If the Operations Manager is a member of the local Administrators group
on the Windows computer where you will be running the agent task, then you do not need to specify a
different userid.
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| Bl Run Task - Authorize Users

‘ Run the task on these targets

T arget | Fun Location

Squadra. secR b, Event w2026, mme. com

Task Parameters

Hame | W alie
Timeout Seconds G0
Arguments Hull

Overide |

Task credentials Tas
" Use the predefined Flun Az Account Thi:
seC

% Other : sec
— vihi

User name : I.-’-'-.u:lmmlstratu:ur e

pro|

Pazzword : |u"un| disz

) acC

Diomain : Iwgnngm =

et

By default, the secRMM Operations Manager agent tasks are setup to clear each secRMM property (that
is AllowedUsers, AllowedPrograms and AllowedSerialNumbers). If you want to use the secRMM
Operations Manager agent tasks to set one of the secRMM authorization properties, you need to
override the task parameter from with the Operations Manager Console (please see the screenshots
below).
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El Run Task - Authorize Users

Run the task on these targets

T arget | Fun Location

Squadra.zecR M. Event w 20364, mms. com

Task Parameters

I arme | Yalue
Timeout Seconds G0
Arguments Hull

Task credentials Task description

E@Dverride Task Parameters | x|

Override the task parameters with the new values

I ame | Type E,-:E;lt | e Walue
Timeout Seconds | int G0

A

You can verify the secRMM Operations Manager agent task by viewing the task status view from with
the Operations Manager Console.
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System Center Operations Manager 2007 RZ - [)ST

Aonitoring Task Status
=] ._-J Monitoring J%Lookfor: I
[A] Active Alerts - - -
Discovered Inve Status | Task Mame | Schedule Time | Start Time X | Subritted By | Run As
{~] Success Authorize Users 3f2412011 12:15:32 PM /242011 12:15:35 PM W200364 Admin. ..  W200364Admil

Clear

Eind Mow

j-i Task Status
=22 | UnisdLinus Serve
=8| windows Compu

3 Agentless Excepl

L Microsoft Audit C @ autharize users Task Description
L3 Network Device || Status: SUCCESS This opsmagr agent task allows you ko set th
L Dperations Manafl - Scheduled Time: 3j24/2011 12:15:32 PM ;‘Zﬁé‘l"a"bﬂ%":j;‘Eeé\ficp:ﬁeh:‘;:giq e
Ld Synthetic Traljsa Start Time: 3/24i2011 12:15:35 PM completely disallow use u:-i‘ Removable Mediz
LF web application § 5 bmitted By W200364) Administrator walue that wil never makch any userid withi
= LLF Windows Servicgll  f s WZ00364) Admiristr ator secRMM AllowedUsers property is a semical
|_“J Process Stat Run Location: e S of the userids is domaintarmeuserid
% Hgmovable Targek: Squadra,secRMM,Event
Iﬂ] Windows Sed Target Type: secRMM
Cakegory: Security Health
Task Output:

P
secPMM Property AllowedUsers has been set

None

( | 0 |

Available Reports

There are 5 secRMM reports available:
1. All secRMM events

Administration events

Authorization Failure events

Online/Offline events

Write events

vk wnN
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Contacting Squadra Technologies Support

Squadra Technologies Support is available to customers who have purchased a commercial version of
secRMM and have a valid maintenance contract or who are in a trial mode of the product.
When you contact Support please include the following information:

1. The version of secRMM you have installed.

2. The Windows versions you have installed: XP, 2003 Server, 2008 Server R2, Vista, Windows 7,
Windows 8, Windows 2012, etc.

3. The version of SCOM you have installed.
4. Whether the Windows Operating System is 32bit or 64bit.

5. The specific issue you are contacting support for.

About Squadra Technologies, LLC.

Squadra Technologies delivers innovative products that help organizations get more data protection
within the computer infrastructure. Through a deep expertise in IT operations and a continued focus on
what works best, Squadra Technologies is helping customers worldwide.

Contacting Squadra Technologies, LLC.

Phone 562.221.3079 (United States and Canada)
Email info@squadratechnologies.com
Mail Squadra Technologies, LLC.

World Headquarters
7575 West Washington Ave. Suite 127-252
Las Vegas, NV 89128
USA
Web site http://www.squadratechnologies.com/
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